a2 United States Patent

US006318137B1

10y Patent No.: US 6,318,137 B1

Chaum 5) Date of Patent: Nov. 20, 2001
(549) ELECTRONIC LOCK THAT CAN LEARN TO 4,864,292 * 9/1989 Nieuwkoop ...c...cecoeereeeeee 340/825.31
RECOGNIZE ANY ORDINARY KEY 4,868,559 9/1989  PiNNOW eeccerrercrecrccreccnne 340/825.31
5,117,097 * 5/1992 Kimura et al. .
(75) Inventor: David Chaum, 328 Guinda St., Palo ?3%8% X Zﬁggg ginnf)w ........................... 340/%/53.43‘(1)
,176, USSINA  cvvevvenieerenreerenneeseennennes
Alto, CA (US) 94301 5,287,098 2/1994 Janssen .
. . 5,337,043 * 8/1994 Gokcebay ... 340/825.31
(73) Assignee: David Chaum, Sherman Oaks, CA 5543665  8/1996 Demarcoy.
(US) 5552777 * 9/1996 Gokcebay et al. wovveenne. 340/825.31
5,691,711 11/1997 Jorgensen ......... .. 340/5.67
(*) Notice:  Subject to any disclaimer, the term of this 5,870,015 * 271999 T 70/277
patent is extended or adjusted under 35 6,000,609 * 12/1999 Gokcebay et al. .............. 340/825.31
U.S.C. 154(b) by 0 days. . .
* cited by examiner
. No.: , rimary Examiner—Darnell Jayne
21) Appl. No.: 09/286,980 Primary Examiner—Darnell Jay
. (74) Antorney, Agent, or Firm—Knobbe, Martens, Olson &
(22) Filed: Apr. 6, 1999 Bear, LLP
Related U.S. Application Data 57 ABSTRACT
(60) Provisional application No. 60/081,083, filed on Apr. 8, ) o
1998, and provisional application No. 60/089,439, filed on An electronic lock that can be pre-programmed or trained in
Jun. 16, 1998. the field to recognize ordinary flat metal keys by sensing
(51) It CL7 e EO0SB 49/00; GO5B 19/02  heir shape and comparing to a database is disclosed. The
(52) US.Cl 70/278.3; 70 /27é 2: 70/278.1; lock can be contained in standard configurations for door
T - 70 /285 1’ 340/5 67, locks, communicates with external systems, provides con-
. o . trol logic for querying and amending its database of allowed
(58) Field of Search ... 70/278.2, 278.3, keys and rules, provides controlled access to logs of selected
70/278.1, 278.7, 283.1; 340/82531, 5.67 y P &
" o " T 5 2’ data, allows convenient but protected access to replacement
) batteries, can have all its electronics in the rotatable plug,
(56) References Cited can communicate and obtain power from devices in the
adjacent door jam, can recognize special series key-blanks,
U.S. PATENT DOCUMENTS can receive coded information entered using an unknown
3,500,306 31970 Benford key that makes it useable, can be operated without a key to
3639.006 2§1972 Treirtlsglrl ’ gain access with a code, can resist manipulation of the
3782 148 11974 Gol dman latching mechanism can unlatch with very low power
4950533 * 2/1981 Nelson . ’ requirements, and provides for integration of almost all
4,453,161 * 6/1984 LemelSon ..., 340/$2531 ~ mechanism in silicon.
4,712,398 * 12/1987 Clarkson et al. ......cceeceeeeeneee 70/276
4,791,280 * 12/1988 O’Connell et al. ............. 340/825.31 15 Claims, 18 Drawing Sheets
e P 706
N . N
k—SENSORS |——={ a-TO-d [=—— r—SENSORS
JOF - ‘

LOCK LOGIC

\ 108
/

‘ LOGGING




U.S. Patent Nov. 20, 2001 Sheet 1 of 18

US 6,318,137 Bl

a7 \ /02\ 708

ke SENSORS b——» a-TO-d |=—— r—SENSORS
770 703 ‘
|——?>————7 707
|
| POWER ANALYSIS

|
|
———mm - ' ACTUATOR
JOF .. i
709

LOCK LOGIC

e

ﬂﬂ5\\\ ,///

\\\\ ///4ﬂ5

RULE BASES

LOGGING

FIG T



U.S. Patent Nov. 20, 2001

Sheet 2 of 18 US 6,318,137 Bl

706

k—SENSORS |—+—

707 ! 702
N | N
|
i

~—T1—1 r—SENSORS

|
!
|
207 20z :
|
|

I "J __________________ -
| |
D [
D B —
707
703 RN
709 Y
ANALYSIS ACTUATOR
704 l
LOCK LOGIC

705 \ /

\ 708

RULE BASES

LOGGING

G 2



U.S. Patent Nov. 20, 2001 Sheet 3 of 18 US 6,318,137 B1

IO, 575

09
\ F75b6 \

N
— [ [

IR
1 Ed
o \Z

| \

| -

302 505/ 507
F/G 30
J760
N
JoE 3766

—— E—

307 Jo0z

\ FOF. 305 N foled
L [ N |
505\/% J06a W

{ IO
707 FIG 36




US 6,318,137 Bl

Sheet 4 of 18

Nov. 20, 2001

U.S. Patent

P&M/\ W
— A%

LYFAN
&Y £ 07
AN ,

oLOF £0F PLOE

s OF £07 LOF



US 6,318,137 Bl

Sheet 5 of 18

Nov. 20, 2001

U.S. Patent

LS O

A%

&%K%

o106 —7

hwmm(\\

_
0%

708G

g D

coE

205

/05
020G —

AV

£08

9%

o DL

A%

2L08 {\

\
g ===

—— o8

oCos

os DL

7 0S

S0%

o/ Qm;}/

/08

%
T~

ocos

SOt



U.S. Patent Nov. 20, 2001 Sheet 6 of 18 US 6,318,137 B1

(W)
sy (b
DX
= =~




U.S. Patent Nov. 20, 2001 Sheet 7 of 18 US 6,318,137 B1

N (1

78

2N
/ \\\\

Q/@ D % ﬁ\& \



U.S. Patent Nov. 20, 2001 Sheet 8 of 18 US 6,318,137 B1

e —V -
. )
AR
A

20
V7228
7

79



U.S. Patent Nov. 20, 2001 Sheet 9 of 18 US 6,318,137 B1

FIG 70

FIG 9




US 6,318,137 Bl

Sheet 10 of 18

Nov. 20, 2001

U.S. Patent

AL O

[ ] oLl 9L

Lo/
\ | -0/ /L

F GrOoLL

llllll j]JJJIl.IfJIJI]J]II]JIIlIIJII
I | 1§ A | OO 1 O I | N O I | A
- ke
, oy
g/l DS
50/ SO/ 2100/ GLOLL

e

~

£0/L/
]
L0l
OroL/ ﬁﬂ
oLoL L

GLOL L




U.S. Patent

7705

7707 | L

77070

77
n g g

Nov. 20, 2001

Sheet 11 of 18

US 6,318,137 Bl

770 7o

Coo oo OCoeOoaO0nao
—

FIG 120
‘\/705
FIG 726
i} [ m_ . JfrTi [l
[ N U L U

I

\7 705

F/G T2 C



U.S. Patent

Nov. 20, 2001

73776

L

I307a’

—

| — 1~/ 5735

\/JOZ

J307

e

ﬁ P S

]
1303 7

N

71302

i

]

]

— 7303 \

FIG T30

N

0L

i

Ns507

FIG, J5C

_—j 73 72m

Sheet 12 of 18 US 6,318,137 Bl

I5372a .

7575 < —_]

1307

IGO0



U.S. Patent Nov. 20, 2001 Sheet 13 of 18 US 6,318,137 B1

Jal

=iN]

N

&<

FIG T4



gcy; O

US 6,318,137 Bl

wam. /4
/

o
“ ozOc/ — [0S/
(=
3 oy
3 N
=
N

L1

of QW\/’\L

\M;Q.@;\ - = fQ\Q.mJ\

£0s5/
NQW\\ e

Nov. 20, 2001

oy 106/

U.S. Patent



o9, DL
e A

| ——S08/

US 6,318,137 Bl

Sheet 15 of 18

Nov. 20, 2001

U.S. Patent

2L 08/

7o, DS

L f_,:%t i

]
|

- o
——— 1

o9 DL

Of 08/~

509~

0L 08/

@/MQ@

DL O



U.S. Patent Nov. 20, 2001 Sheet 16 of 18 US 6,318,137 B1

770 70\ 77076

4 ) ) )

7704

/704) K
\w i J
FIG. 70 \oze 105 77026

N
— 1T 77O+
77070
- %
7703
)
7705

FIG 770

/704]

7.70%a

77070

FIG. 77¢C e



U.S. Patent Nov. 20, 2001 Sheet 17 of 18 US 6,318,137 B1

7E 73

Illlﬁ

V4

FIG 5o

IE0ES
=
7EOE————_ I
+— 7 it :'/;'3
+— ——
— s
= —
] — 09 7807
7805~ é . w05 SN

/ vl |
/

)

; |
7802 // . 18030
18 74 <

~71507

FIG. 75O




U.S. Patent Nov. 20, 2001 Sheet 18 of 18 US 6,318,137 B1




US 6,318,137 B1

1

ELECTRONIC LOCK THAT CAN LEARN TO
RECOGNIZE ANY ORDINARY KEY

Priority is hereby claimed based on U.S. Provisional
Applications, by the present applicant, entitled “Electronic
lock for any key,” U.S. PTO 60/081083, dated Apr. 8, 1998,
and “Electronic lock for existing metal keys,” U.S. PTO
60/089439, dated Jul. 16, 1998.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to locking devices, and more spe-
cifically to electronic sensing of physical key patterns,
electronic latching, and general configurations for electronic
locks.

2. Description of Prior Art

Access control devices, that involve physical tokens car-
ried by the persons who may wish to gain access, fall into
two categories. One uses tokens requiring electronic means
of reading, such as magnetic stripe cards, smart cards, keys
containing chips, or other elements encoding and/or com-
municating information electromagnetically. The other,
which is the subject of this invention, uses tokens originally
intended to be read by mechanical means. Most people in the
developed world carry with them many such access
tokens—in the form of metal keys.

There are a variety of widely appreciated deficiencies or
problems with mechanical key lock systems:

Many people would prefer to carry far fewer keys than

they must today.

Individual keys cannot usually be revoked, requiring the
change of locks and distribution of an new keys, even
if only one key may be in the wrong hands.

Most locks can be picked readily—using tools and tech-
niques that are apparently available beyond the profes-
sional locksmith community.

Temporary users may not return keys issued them, such as
with keys for hotels and rental cars.

Keys must often be left “under the doormat” or entry
obtained in some other way, since keys must be physi-
cally present at the time of entry.

Keys must be physically returned by previous users and
provided to new users.

There is record neither of who has gained access nor
when.

The present invention has the solution to the above
problems among its objects. Other objects, features, and
advantages of the present invention will be appreciated
when the present description and appended claims are read
in conjunction with the drawing figurers.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

FIG. 1 shows a combination functional and detailed block
diagram of an electronic lock in accordance the teachings of
the present invention.

FIG. 2 shows a combination functional and detailed block
diagram of an electronic lock partitioned between a rotatable
part and a fixed part in accordance with the teachings of the
present invention.

FIGS. 34 and 3b show a combination functional and
sectional view, the two views being perpendicular to each
other, of an integrated electronic lock in accordance with the
teachings of the present invention.
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FIGS. 4a—d shows sections of spring-driven cams coop-
erating in the lock of FIG. 3, all in accordance with the
teachings of the present invention.

FIGS. 5a—d shows sectional views of a lever arm and
plate actuator mechanism in various states of operations in
accordance with the teachings of the present invention.

FIG. 6 shows a cutaway and sectional projections from
the upper front corner of an electronic lock in accordance
with the teachings of the present invention.

FIGS. 7a and 7b each show a sectional cutaway view
from the front of the lock of FIG. 6 in different use
configurations, without and with a key, respectively, all in
accordance with the teachings of the sent invention.

FIGS. 8a and 8b each show a sectional cutaway view
from the side of the lock of FIG. 6 in different use configu-
rations with a key, all in accordance with the teachings of the
present invention.

FIG. 9 shows a detail projection of some of the compo-
nents of the lock of FIG. 6 with a key, in accordance with the
teachings of the present invention.

FIG. 10 shows a detail and relatively enlarged projection
of some of the sensor and electronic mounting components
of the lock of FIG. 6, in accordance with the teachings of the
present invention.

FIGS. 11a— shows sections of a capacitive sensor array
and holding brake mechanism, where 114 is perpendicular to
the keyway from the front, 115 is through the keyway from
the top, and 1lc is in the plane of the circuit board, all in
accordance with the teachings of the present invention.

FIGS. 12a—c show alternate configurations in plan view
of capacitive sensor arrays for the lock of FIG. 11, accor-
dance with the teachings of the present invention.

FIGS. 13a—d shows the same sectional view of an actuator
mechanism in various configurations of use, in accordance
with the teachings of the present invention.

FIG. 14 shows a sectional view parallel with and through
the keyway of an exemplary embodiment with two styluses
in accordance with the teachings of the present invention.

FIG. 15a shows a section perpendicular to the keyway and
through a sliding plate of special shape and using a canti-
lever sensor in accordance with the teachings of the present
invention.

FIG. 15b shows a detail plan view of a cantilever sensor
from FIG. 15a, in accordance with the teachings of the
present invention.

FIGS. 16a—c shows sections of an inductive sensor array,
where 114 is perpendicular to the keyway from the front, 115
is through the keyway from the top, and 11c is in the plane
through the keyway form the side, all in accordance with the
teachings of the present invention.

FIGS. 17a— shows sections of an alternate inductive
sensor, where 11a is perpendicular to the keyway from the
front, 115 is through the keyway from the top, and 1lc is in
the plane through the keyway form the side, all in accor-
dance with the teachings of the present invention.

FIGS. 18a—b shows combination functional and sectional
views of two use configurations of an exemplary actuator
and latching mechanism in accordance with the teaching the
present invention.

FIG. 19 shows a sectional view perpendicular to the
keyway from the front of an exemplary optical sensor
system in accordance with the teachings of the present
invention.

BRIEF SUMMARY OF THE INVENTION

This section introduces the basic idea of the invention, but
makes significant simplifications and omissions for clarity



US 6,318,137 B1

3

and should not be taken to limit its scope in any way; the
next section presents a more general view.

A lock is disclosed that can be operated with a wide
variety of existing metal keys. To be able to do this, it senses
the key “bitting” profile (the part that encodes the secret key
information) as the key is inserted into the lock. Before
allowing unlocking, it must successfully match the profile
pattern with one in its database of allowed key templates.
The actual physical unlocking is by means of a miniature
electromechanical actuator whose effect is amplified and
strengthened by some preliminary rotation of the lock. Two
types of exemplary embodiments are described, one with the
electronic parts located outside the rotating plug and the
other where they are contained wholly within it. Extensions
allow the lock to learn new keys, read a key-blank series
code in addition to the biting pattern, protect itself in case of
attack, securely get its battery changed, be operated like a
combination lock, and communicate with external devices
or the person operating it.

Sensing the key bitting profile mechanically includes
elements that are free to move perpendicular to the direction
of insertion of the key into the “keyway” slot. These
mechanical sensing members are urged by a spring toward
the key bitting and track or follow along its profile as the key
is inserted. The part of the sensing member that comes into
contact with the key is a small stainless steel ball (about 5
inches in diameter), that is constrained to travel in a radial
drill hole in the plug, but is free to rotate, and thus moves
smoothly over the key surface. The other part of the
mechanical sensing member is a stainless steel plate con-
strained to move perpendicularly to the key axis and in a
plane perpendicular to that axis. The plate includes wiper
arms that are electrically connected. They ride on two
electrical contact tracks mounted in a plane parallel to the
plate. One track is resistive and the other conductive, and
thus the resistance measured across the ends of the two
tracks varies as the part of the key profile under the ball rises
and falls. (The key profile can also be sensed by other
mechanical or electromechanical means, such as capacitive,
inductive, optical, or acoustic.

For processing, the key bitting pattern in its continues
analog voltage form is converted to a digital form by, for
instance, being sampled. The result is a series of biting
height values, spaced over time. Existing metal keys are
believed to have five to seven evenly-spaced pin height
locations, each taking on between four and ten different
values. (The remainder of the pattern is simply ramping that
permits the key to be inserted and withdrawn, and because
too sharp an angle does not work well, actually means that
certain extreme transitions between adjacent heights are not
used.) The quantization of the key information has to be
adequate to recognize this pattern of heights. The number of
samples per second must be adequate to accommodate the
fastest insertion speed anticipated, believed to be roughly 50
milliseconds, which suggest a sample be taken every milli-
second or so.

The pattern matching algorithm transforms the sampled
waveform acquired into a feature set. Preprocessing isolates
the bitting segment from the pre and post parts and attempts
to correct for any physical key skew it can detect. Then the
pattern is normalized to a standard length, involving linear
inter-sample interpolation. Features are extracted, ignoring
systematic differences, such as that a more rapid key inser-
tion tends to have more “bounce” in a mechanical sensor,
which produces a slightly different pattern shape. Such
feature sets can then simply be compared to templates based
on previous pattern sets. There is a match if the differences
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4

are systematic and within tolerances, as is well known in the
pattern matching art.

The physical unlocking is allowed when an appropriate
key match is detected and logic circuits then provide elec-
trical energy to allow unlocking. Most of the energy for the
unlocking is provided by the person operating the lock, who
turns the key through a preliminary angle, during which
elements are configured to either prevent further rotation, or
to allow it and consequently full unlocking. A solenoid can
be energized to move an obstructing plunger, which would
otherwise block a stainless steel ball straddling the plug/
body shear line from being able to be cammed out of the
shear line and permitting complete rotation of the plug.
Some other actuators unlatch by energizing a holding mag-
net while elements are moved so that a particular configu-
ration is achieved, thereby allowing unlatching.

The embodiment where the electronics is believed small
enough to fit completely within a standard half-inch plug
differs in some aspects, and these are presented next and
before the general features that apply to both embodiments.

All three major silicon parts could be on a single chip: (a)
sensors that detect the motion of the pin riding on the key
profile; (b) standard control parts, such as analog to digital
converter, lock logic and rule bases; and (c) all non-purely
mechanical parts of the locking actuator.

In one sensor embodiment, the spring-loaded element that
tracks the key profile is coupled to a magnet. As it moves up
and down, its magnetic field moves along a detector on part
of the chip which is mounted in a plane parallel or perpen-
dicular with the line of the magnet’s motion. This yields a
time-varying signal proportional to the height of the magnet
and the key profile it is following. In one alternate
embodiment, the distance from stationary plates to key
metal is measured directly by measuring small changes in
capacitance. Such plates can measure the key as it is
inserted, also yielding time-varying height readings, or an
array of them can measure its shape while stationary after
insertion. In another alternate embodiment, it is measured by
changes in AC inductance.

When the actuator is in the locked state, micro cantilevers
protrude from the surface of their part of the chip, into
mating cavities in a plate pressed against the chip surface or
a another silicon structure integrated in a way that it can
slide within the first. The mating of the cantilevers into the
cavities prevents the plate from being able to slide in at least
one direction over the surface of the chip, as it essentially
tries to shear each cantilever off by compressing it towards
its attached end. During unlocking, however, the plate is
freed to slide by the pulling of the micro-structures back
behind the front surface of the chip. This pulling-back
motion can be caused, for instance, by electrostatic force
between the overhang and the base it hangs over, by piezo-
electric effects induced in layers of the cantilevers, or by
electrically heating cantilevers laminated of materials with
different coefficients of expansion or shape memory alloy.

The result is that the plate slides responsive to a spring
pressure applied to it, and thereby brings its own series of
parallel slots into alignment with blades that become spring-
biased to penetrate through it and substantially further. The
single solid base of the blades is then moved out of the way
of a conventional sidebar, which cams into the plug as it is
further rotated. As the plug is rotated, first a small stainless
steel ball is cammed into the plug, which induces the first
force. Then a second ball is cammed in that induces the
second force. And finally the sidebar attempts to penetrate
the recess left by the blade base when the blades have
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successfully penetrated the plate. During the cycle of return
to locking, the sidebar is retracted first, then the ball that
moves the blade base enters its recess in the body, and thus
the blades are pulled out of the slots first by their counter
spring. After this, the ball that pushed the plate is moved into
its recess in the body, and this lets the plate’s counter spring
push it back to its locked position.

As will be appreciated, some embodiments split and/or
duplicate functions between the rotating part, the fixed part,
and any remote part.

Some general features that apply to various preferred
embodiments mentioned above are now described.

New keys can be learned by the lock simply developing
a template for them and recording this in its memory. It
might be done, for instance, when a currently valid or special
key is used just before or after the new key.

Locksmiths and many larger organizations are believed
generally to desire their own unique key series and often
wish to use standard key cutting equipment to customize the
special blanks. The lock can be configured to read a key-
blank series code in addition to the normal bitting. For
instance, this can be achieved without additional sensors,
simply by creating a pattern of extra shapes of the bitting
part of key blanks read by a specialty formed stylus or by
inclusions of material read by material specific sensors.

The lock knows when invalid keys are inserted. Attempts
to try many keys to find a valid one will thus be recognized
and the lock can then delay its operation for a fixed amount
of time, say, three minutes. The time period and other
parameters can also be adjusted if the attacks continue.

Provision may be needed for batteries to be replaced, and
this might be most conveniently done from the front of the
lock, but means can be provided such to prevent vandals
from being able to remove batteries when the lock is locked.

Any unauthorized key could be used to enter a PIN code.
For instance, code 7294 would be entered by trying to turn
seven times to the right, then two to the left, nine right, and
four left. Once the lock recognizes the code, the key can be
used to throw the bolt and gain entry or to allow changing
the lock’s memory.

The lock can communicate with the outside world. It can
talk with the user by lights or sounds to indicate various
states. It might also simply not unlock the first time, such as
to indicate that the battery is low and needs replacing. The
lock could communicate with other equipment via galvanic
electrical contacts or through so-called “contactless” infra-
red or radio frequency (many of which could supply power
in case of battery failure). It could communicate with a
building access control system or other network, for
instance, or with various portable electronic devices.

GENERAL DESCRIPTION

The following description of possible embodiments is
comprised of three sections: one addressing the logical or
computational decision rules; a second considering what are
in the preferred embodiments realized using electrical, elec-
tronic and transducer technologies; and the third addresses
some mechanical aspects.

Logical/Computations

Here the various decision rules and record keeping
aspects are addressed: how the decision to unlocking is
arrived at; how this decision process may be changed in case
the lock detects special circumstances; how the rules shap-
ing the decision process may be changed; how sensor input
may influence the decision process; and finally how the lock
history may be maintained and this process itself modified.
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Where or however the processing rules and record keep-
ing are realized is not essential here and is also addressed
elsewhere. Accordingly, “controller” will be used to refer the
mechanism(s) that realize the logical functions described
below.

When Does Unlocking Occur

At any given time, the controller has a stored set of keys
and certain “rules” related to them. The lock may not be able
too meaningfully unlock (and will be said to not be “ready”)
in certain circumstances, such as for example, when it is in
an unlocked position, when unlocking has been “blocked”
(as defined elsewhere), or possibly when in the middle of
certain “multi-key” operations.

There may be one or more keys whose rules allow them
to work “directly,” in that when the lock is ready, and the key
is recognized, the lock is able to be opened. Other keys may
be treated substantially as direct, but subject to restrictions,
including for example: keys that can only be used to unlock
the lock a fixed number of times (such as “one-time” keys
or “two-time” use, called “count-restricted” keys); keys
subject to restrictions on the time of day and/or day of week,
etc. called “time-restricted” (implying the inclusion of a
real-time clock, which may also allow operating with any
key during preset hours); or the same key may be required
to be recognized multiple times, and possibly separated by
time intervals in a range determined by the rule.

Rules may involve more than one key. Two different keys
may be required to be recognized within a limited time
interval, implementing so called “two-man rule” or safe-
deposit box type applications. More than two keys could be
required, and the order in which they are inserted might or
might not be restricted. Another example of multi-key rules
requires a special key, the “guard” key, to be inserted to
make certain other keys operable, and then when the guard
key is inserted again, those keys are not allowed until the
guard key is inserted yet again. Naturally, this could be
extended to a “guard-day” key that would enable unlocking
and a “guard-night” key that would disable it.

Furthermore, some keys may be used simply to create
logging, such as for the familiar time-clock or watchman
type of functions.

It should be noted in general that a security mechanism
should guard potentially confidential information against all
known credible attacks. In the case of the decision to unlock,
the amount of time, the amount of power, or the emanations
from the process of making this decision should preferably
not leak information. One kind of information is the well
known degree of partial correctness of a key, such as would
be revealed when the checking is aborted during the
sequence of feature checking at the first feature that does not
match. Others kinds of partial information might be that
certain keys are in the rule base or that certain types of rules
are present. Timing, power-consumption, and/or eminations
should be constant or at least not readily reveal such
information.

Defensive Measures

When the lock notices keys that are unrecognized (or
possibly disallowed by rules) being inserted, it may take
defensive measures. A possible reason for such measures is
that an attempt may be in progress to exhaustively search for
an operable key or test improperly obtained keys.

An example measure is simply that after a certain number
of false attempts without any intervening successful
unlocking, the rule base is changed. It might then, for
instance: not allow any further unlocking; require two-man
rule; disable some keys in combination with possibly
enabling special other keys; or change the matching criteria.
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Such changes in rule base could then be reversed or other-
wise compensated for, once the appropriate key(s) are used.
Another example is that the lock would refuse to operate
(i.c. become “blocked”) temporarily. This could be realized
by simply enforcing a fixed delay. The delay could escalate
if the improper keys continue to be used. Other parameters,
such as the number of times that a correct key (or
combination) must be entered could be increased.
How Keys are Introduced Into the Rule Base

There are a variety of ways that keys could be introduced
into the rule base, or have their rules changed.

A new lock could have certain keys programmed at the
factory, that could then be used by the end user in certain
circumstances. For instance, the code could be communi-
cated by the user and/or the manufacturer to someone who
needs to gain access but where transfer of a physical key is
less desirable. This could be in an emergency situation, or
when something unexpected happens, such as the owner
gets locked out or a sudden visit or urgent repair. Another
example is retrofit of existing locks, where the physical keys
used for them have currently valid key. The ability of keys
in the rule base to allow this, and the resulting rules and
algorithms for the new keys and possibly other changes to
the rule base are also possible. For instance, there might only
be one valid key at a time, and introducing a new key would
enable it fully and lock out the old key completely. Another
boundary case is that the only change in the rule base is to
add the new key in with the same rules as the old key. Yet
another simple case is that the authorizing key is only a
one-time or otherwise count-restricted key. The authorized
key may be time-restricted and its authorization may last
only until any other authorization with a different authori-
zation key.

An illustrative example application is a hotel. Upon
check-in, a guest receives a one-time-use temporary key.
Then the guest can use the one-time key to authorize his/her
own, say, car or home key, and discard the then useless
one-time key. If the guest will not be using his/her own key,
then a different temporary key with time restrictions but no
new-key capability could be issued. Or the temporary key
could be allowed to either operate as the key or to introduce
a new key at any point, all within the time or next-guest
restrictions. There is might also be housekeeping keys
(possibly part of a master key hierarchy or other structure)
that lock guests out during cleaning. If the hotel wishes to
introduce a restriction on the number of simultaneously
useable keys, then this could be enforced by the rule for the
number of keys enabled, possibly counting the use of the
temporary key if it is allowed and/or used. Special keys
could be issued for one-time use if the guest has left his/her
key in the room. Or a key might disable the room
temporarily, because the guest credit line has been used up.
Or the room might be put in a cleaned and ready state, after
which only the new guest(s) could enter.

If physical keys are to be re-used, such as when a hotel
guest checks out, then it may be desirable to prevent a
recently used key (or key information) from being allowed
to be used immediately or continually. For instance, keys
may be drawn from a basket of keys at the front desk and
given to new guests, who can then open any ready room. To
prevent a guest, or someone who obtains the guest’s dis-
carded key, from using it to enter other ready rooms, these
keys should be blacklisted from being allowed to open
rooms subsequently left ready. The keys that can be put on
the list that opens ready rooms can be read each evening
from inventory and placed in the basket for use that day or
different color key groups can be used each day.
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Unfortunately, it is believed that someone given a key that
opens any ready room can visit more than one such room
before other guests do. In one approach, the other guests will
go back to the reception to report that they were unable to
enter and then the key used and timing can always be
identified from the lock’s log. In another approach, where
guests may be allowed to inspect more than one room before
deciding, the key can work in all cleaned rooms until, for
instance, the temporary key is replaced.

Similar uses could apply to rental vehicles, shared vehicle
fleets, compartments on boats and trains, public lockers, safe
deposit boxes, offices, rest and dressing rooms, shared
facilities in housing/office complexes, timeshares, etc.

Of course multi-key sequences could be used instead of
single keys in the foregoing, and the valid key(s) might be
required to be inserted before, after, or before and after the
new key(s).

If the lock is able to communicate with an outside entity,
then that entity might supply new keys or rule changes to the
lock. If the rule base or unlock decisions are made remotely,
then much of the forgoing could be applied and/or simpli-
fied. But other input could also cause changes in the key
and/or rule base. For instance, the guest could insert the key
at check-in and thus obviate the need for a temporary key.
When someone must be crossed off the list, this could be
done from the central site.

The addition of a new key to the rule base might be
conditioned on other requirements. Some of the require-
ments are of the type already considered, such as time of
day, day of year, etc.

Sensor Input

All of the forgoing might be influenced by another type of
input, related to physical operation/position/condition of the
lock and/or associated apparatus. Some sort of sensor is
believed to be needed for this. For instance, the lock might
sense things such as its angle of physical rotation by the key
or the rotational and/or torque inputting of a PIN code. A
torque could indicate someone trying to operate the lock.
Sensor input might also provide indication of whether a
door, for instance, is open or closed. Emergency situations,
such as rapidly-rising, or simply high, temperature might be
a basis for unlocking. Presence of a key might also be
required to prevent defensive measures.

Example uses include only being able to add new keys
when the lock is in a certain rotational position, or simply in
the unlocked state. Or there might be a sequence of states
required to interact with the key(s) used to authorize and the
new key(s). For instance, the old key might have to be used
to unlock the lock, and the new key inserted shortly
thereafter, when the lock is in the unlocked position.
Logging

A control unit could keep a log of events that have
happened. Everything that might be of later interest could be
recorded and only discarded as the storage needs to be
reclaimed for other uses. What is recorded might also be
more selective, such as only certain keys, or uses within
certain times, and/or only certain types of events, such as
false attempts, rule changes, log reading, etc. The algorithm
for purging or recycling storage might have priority or
summary data last longer than some details and might also
enforce time limits on the maintenance of some data.

Under what circumstances logging information is
revealed by the lock, and what is information is revealed
could be the subject of a logging rule base. For instance,
certain keys, such as a guard key, might always be provided
an indication of certain counts since the last guard key, such
as improper key attempts and/or number of openings, par-






