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PRIVATE SIGNATURE AND PROOF
SYSTEMS

party in accordance with the teachings of the present inven

BACKGROUND OF THE INVENTION

private signature or proof creation and veri?cation system in
accordance with the teachings of the present invention.

tion.
FIG. 1b shows a more detailed combination block, func
tional and ?ow diagram of a preferred embodiment of a

1. Field of the Invention.

FIG. 2a shows a still more detailed combination block,

This invention relates to public key cryptographic tech
niques, and more speci?cally to systems for one party to

convince another, including signatures.
2. Description of Prior Art.
Included here by reference are the following and any

related patents, applications, and publications: US. Pat. No.

4,947,430, titled “Undeniable signature systems,” issued
Aug. 7, 1990, to the present applicant, also as European
publication 882026206; and U.S. application Ser. No.

15

embodiment of an undeniable-signature-like private signa

08/066,669 titled “Designated con?rmer signature systems.”

ture issuing and veri?cation protocol between a prover party
and a recipient party in accordance with the teachings of the
present invention.
FIG. 4 shows a ?owchart of a preferred exemplary
embodiment of a designated-con?rrner-signature~like pri
vate signature issuing and veri?cation protocol between a
prover party and a recipient party in accordance with the

Previously disclosed undeniable and designated con?rmer
signature systems, such as those referenced above, use an

exchange of messages between the signer and the recipient,
interactively in both directions, during the process of pro
viding a signature. In some applications, such as electronic

mail for instance, there may be advantage in the signer being
able simply to form and send a signature without interacting
with the recipient.
More generally, in the context of cryptographic tech
niques, a prover party is typically said to convince or prove
something to an intended recipient party. In such situations
the prover may desire to prevent others, apart from the

intended recipient(s), from being convinced.

25
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vinced—even against the wishes of the prover it may be

possible if the others cooperate in forming the challenge
during the interaction.
OBJECTS OF THE INVENTION

Accordingly, it is an object of the present invention to:
allow signatures to be provided from a signer to a recipi
ent in a single message that prevents signatures from
being veri?ed without limitation, but which ensures the
45

by that of third-party con?rmers;
allow proofs more general than signatures to be conveyed
from a prover to an intended veri?er, without interac

tion, but with limitation on who will be convinced by

50

the showing of the proof;
allow incorporation of known authentication systems in
practical realizations of the inventive concepts dis
closed herein; and

allow e?icient, economical, and practical apparatus and
methods ful?lling the other objects of the invention.
Other objects, features, and advantages of the present
invention will be appreciated when the present description
and appended claims are read in conjunction with the

drawing ?gures.
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BRIEF DESCRIPTION OF THE DRAWING
FIGURES
FIG. 1a shows a combination block, functional and ?ow
diagram of a preferred embodiment of a private signature or
proof con?guration involving a prover party and a veri?er

teachings of the present invention.
BRIEF SUMMARY OF THE INVENTION

With signatures as well as more general proofs, the use of
interaction as a way to limit a recipient to a single party
determined by the prover may not be effective. If the
intended recipient wishes to allow other parties to be con 35

recipient of being able to convince others of the sig
nature’s validity, either by participation of the signer or

functional and flow diagram of a preferred embodiment of a
private signature or proof creation system in accordance
with the teachings of the present invention.
FIG. 2b shows a detailed combination block, functional
and ?ow diagram of a preferred embodiment of a combining
function in accordance with the teachings of the present
invention.
FIG. 3 shows a ?owchart of a preferred exemplary
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In accordance

