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With respect to the actual physical ballots. Some examples
alloW forms to be obtained online and voted by physical or
facsimile delivery. Voters Who cannot read ballots or cannot
mark ballots can nevertheless vote While maintaining ballot

secrecy. The overall integrity of the outcome is provided

transparently.
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SCAN-INTEGRITY ELECTION SYSTEMS

to achieve any and all of the forgoing are also included among

the objects of the present invention.
Other objects, features, and advantages of the present
invention Will be appreciated When the present description
and appended claims are read in conjunction With the draWing

The present application is a continuation-in-part of patent
application Ser. No. 11/519,709, ?led Sep. 11, 2006, now
US. Pat. No. 7,516,891 Which claims priority from provi
sional application No. 60/716,215, ?led Sep. 12, 2005, pro
visional application No. 60/740,007, ?led Nov. 28, 2005,
provisional application no. 60/740,131, ?led Nov. 28, 2005,

?gurers.
BRIEF DESCRIPTION OF THE DRAWINGS

provisional application No. 60/758,280, ?led Jan. 12, 2006,
provisional application No. 60/788,412, ?led Mar. 30, 2006,
provisional application No. 60/834,760, ?led Jul. 31, 2006,

of an exemplary embodiment of the processes of an election

and Which is a continuation-in-part of US. patent application
Ser. No. 10/348,547, ?led Jan. 21, 2003, now US. Pat. No.

in accordance With the teachings of the present invention.
FIG. 2 is a combination state and cryptographic protocol

7,210,617, Which claims priority from provisional applica

diagram of an exemplary embodiment of an overall election

tion No. 60/358,109, ?led Feb. 20, 2002, and provisional
application No. 60/412,749, ?led Sep. 23, 2002, all ofWhich

tion.

FIG. 1 is a combination plan vieW and schematic depiction

system in accordance With the teachings of the present inven

incorporated by reference in their entirety.

FIG. 3 is a combination block, schematic, How, and plan
vieW of an exemplary system to accommodate voters With

FIELD OF THE INVENTION
20

The present invention relates generally to election systems
including automated scanning of paper ballots systems, and
more speci?cally to systems that provide integrity of outcome
in such systems.

FIG. 4 is a combination schematic and plan vieW of an

exemplary system for partly online voting in accordance With
25

DESCRIPTION OF THE PRIOR ART

Voter-marked paper forms, the so-called “Australian” bal
lots introduced about one hundred and ?fty years ago and
sometimes credited With the introduction of ballot secrecy,

30

taken to limit their scope in any Way; the next section presents
a more general vieW.
35

In one aspect, Where ballots are provided physical ballots,
included on such a ballot form are code symbols associated
With each position that the voter can mark. The ballots can
generally be cast as usual With optical scan systems, such as

40

by mail-in or in-person at polling places equipped With so
called “precinct scanners” or using ballot boxes and so-called
“central scan.” Voters unable to read ballots at a polling place

can generally vote using headphones and a marking template
or an assistant from Whom the vote can be kept secret.

More speci?cally, voters Who Wish to audit their ballot

tries as Well.

There are also trends toWards comfort With online transac

This section introduces some of the inventive concepts in a

Way that Will readily be appreciated, but makes signi?cant
simpli?cations and omissions for clarity and should not be

though this protection is limited oWing to involuntary and
voluntary possibilities for voters to uniquely mark ballots. In
terms of integrity of the election outcome, the overall inad
equacy of many election systems based on such ballot forms
is recognized. Automated scanning of paper ballots has
become dominant in the United States, Where it is typically
conducted at polling places, and is spreading to other coun

the teachings of the invention.
FIG. 5 is a combination block, schematic and protocol
diagram of an exemplary system for partly online voting in
accordance With the teachings of the invention.
SUMMARY OF THE INVENTION

rapidly dominated and remain an important part of public
sector elections today. Owing also to other uses of similar
basic paper forms, for example in standardized testing, such
ballots have become Widely familiar among many voter popu
lations. Election systems based on these forms are accepted in
terms of the privacy and ballot secrecy that they provide, even

various disabilities in accordance With the teachings of the
invention.

45

make a note, such as on paper or by audio recording, of the

tions. The notion of automated tracking, such as for packages,

code symbol associated With each position they mark. The

is gaining Widespread acceptance generally apart from its use
in elections. Also, the idea of doWnloading forms, printing
them, and physically using them, for instance With such
50

information noted can later be used by voters or their desig
nates, as Will be explained, to verify Whether their ballots
Were processed correctly. Voters still remain unable to con
vince other persons, at least those not connected With running

things as tickets, boarding passes and even voter registration,
is gaining some acceptance.

the election, of hoW they voted.
After marking the ballot, the voter also tears off and keeps

Accordingly, objects of the present invention include:
maintaining the familiar user interface of a single ballot form
With direct marking adjacent to candidates or other selec
tions; providing voters the ability to check that their votes are

a counterfoil containing a serial number. Once the ballots are
55

scanned, voters should be able to enter serial numbers for
example on the election Website or by telephone. The code

correctly included in the tally process, and providing for

symbols reported by the system responsive to a particular

resolution of failed checks, all in a Way that preserves the

serial number entered by a voter should match those noted by
that voter. When they do match, voters have veri?ed that their
votes are recorded correctly and that they should be correctly
included in the tally. If even just a feW percent of voters check
in a signi?cant-sized election, it is believed that a very effec

underlying ballot secrecy; offering the option of voters doWn
loading ballot forms that can then be printed and provided
physically or by facsimile; providing transparency of the
integrity of the overall tally process; and alloWing voters With

60

disabilities to conveniently vote and check their votes.

The present invention aims, accordingly and among other
things, to provide the above. Objects of the invention also
include addressing all the above mentioned as Well as gener

ally providing secure, private, practical, robust, e?icient, loW
cost election systems. All manner of apparatus and methods

65

tive overall audit can be provided as Will be described.
If the letters do not match voter notes, hoWever, voters can
go to election headquarters in some examples and shoW the
serial number counterfoil and point out Where the notes and

online system differ. The election of?cials should then locate
the ballot With that serial number and let the voter see the part

US 8,162,215 B2
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of the ballot Where the counterfoil Was detached. This can
allow veri?cation by the voter and observers, even at a foren
sic level, that the tWo pieces of paper Were once one.

use the code symbols as Well as serial numbers. Having mul
tiple ballots With the same pattern can alloW that the serial
number is the same.

Since the election of?cials typically cannot be sure that the

The code symbols can be printed inside the region to be
?lled in marking and/or adjacent to it. The marking means in
some embodiments cover the symbols, to provide improved
ballot secrecy. Various marking paradigms are knoWn and can
be developed. For instance, “?ll the oval” or “X in the square”

person With the counterfoil is the one Who cast the corre

sponding ballot, and anyWay in order to alloW those such as

party representatives and the press to observe the proceed
ings, the votes on the ballot are preferably not shoWn in a Way

that is linkable to that ballot. Instead, in order to shoW that the
correct code symbol Was posted the election of?cials expose

or “check mark in the square” or complete the arroW are all

Well knoWn.
In some examples the code symbols are chosen from
knoWn symbol sets With orderings and printed in order or in a

only the particular contest proposed by the voter for checking.
But before showing this, in order to hide hoW this one contest

Was voted, they preferably shuf?e the ballot in among other

cyclic permutation of a sequence from the ordering, it is

ballots each exposing only a vote for a different candidate for
that contest, but With the same code symbol.

believed for user convenience. HoWever, other examples use
symbols that may not be familiar and/or Which have no knoWn

Auditing the printing on ballots, that coded symbols and
serial numbers correctly correspond With candidates, can be
accomplished using unvoted ballots. The voter checks the
ballot online and, if there is a discrepancy, the ballot is proof
of improper printing. Voters may ask that a ballot supplied
them at a polling place be spoilt and that another ballot be
provided; voters Who receive ballots by mail may also spoil
them and still vote With another ballot.
Voters unable to read the ballots can be provided With a
choice of audio recording to assist them. In some examples

ordering and/or Which are printed in an apparently random

ordering. Code symbols can be unique per ballot, and thereby
identify the ballot. For instance, pairs or triples of underlying
symbols make up a larger symbol that is in effect from a very
20

Various dispute resolution aspects and procedures are
anticipated. One example, detailed further beloW, uses physi
cal forms, matching of chit ?ber patterns and physical proce
25

the recording instructs the voter hoW to mark the form using
tactile “templates,” as are knoWn. In addition, the audio
recording can provide the code symbols to the voter and the
voter may utter those corresponding to positions voted so that

they can be recorded for later checking by the voter. In other
examples, the audio recording alloWs the voter to voice codes
that can be recorded by an assistant Who does not learn the

dures to reveal codes Without revealing votes. Another
example, as Would be understood, uses scanned images made
by one or more parties and preferably committed to Without
being made public and/ or one or more additional scans made

to check the validity of disputes.
30

vote and Whose Work can be checked based on an audio

recording of the voter utterances. In still other examples,
voters Who can read the form but not mark can provide, based
on their reading of the form, instructions to an assistant and
those instructions can also be recorded. In all of these

large alphabet.

35

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Detailed descriptions are presented here su?icient to alloW
those of skill in the art to use the exemplary preferred embodi
ments of the inventive concepts.

An example aspect With physical distribution of ballots
Will noW be described in detail With reference to FIGS. 1 and
2.
Turning noW to FIG. 2, a combination state and crypto

examples, the audio notes taken by the voter or instructions
given by the voter are preferably coded and timed so that they

do not reveal the votes cast to assistants or onlookers.
40 graphic protocol diagram of an exemplary overall election
In a second aspect, ballots are provided as information
system in accordance With the teachings of the present inven
tion Will noW be described. An election Will be described as
instead of as a physical form. Examples include When voters

receive ballots by email or through online transactions. The
voter produces a paper ballot that preferably does not reveal
the vote in the clear but rather transmits the vote through the

proceeding through four phases: pre-voting, voting, pre-au
dit, and audit, each shoWn in a respective “bulletin board”
45

corresponding coded symbols. The customary signed “af?
davit” and mail or fax submission of the form are preferred

options. Processing of the forms, once the a?idavits are
checked, is as With polling-place ballots.
With printed, audio or informational ballots, voters are
preferably able to take an unvoted ballot (Whether paper or
audio ballot) from the polling place, or retain one in a vote by
mail or online scenario, and check it against online data.

sidered a table With one roW for each ballot serial number.
50

(Only six roWs are included in the small example illustrated
for clarity, though extension to any number of roWs Would be

readily understood.) The leftmost column includes serial
numbers for each roW and is shoWn in serial-number order.
The other tWo columns in the example representation are each

Discrepancies are preferably veri?able oWing to authentica
tion associated With the ballot.
A variant publishes close-up scans of a small part of the

snapshot, FIGS. 2A, 2B, 2C, and 2D, respectively. Referring
to the ?rst snapshot of the bulletin board, FIG. 2A, it Will be
appreciated that the bulletin board may substantially be con

in a substantially “randomized” order. The hatched rectangles
55

shoWn indicate so-called “commitments” as are Well knoWn

in the cryptographic protocol art. Thus, each of the leftmost

serial number that reveal paper ?ber patterns, as one Way to

and middle columns includes commitments to values, some

make forgery of the counterfoils dif?cult.

of Which Will be opened in later phases. Each of the second

Various aspects of the invention are described ?rst more

generally here, as Will be appreciated, and then in more

60

detailed exemplary embodiments later.
The symbols on the ballot can be generated depending on

physical random sources, pseudorandom sources, crypto
graphic pseudorandom sources, algorithmically, or in What
ever combination of these. The patterns on ballots may be
unique per ballot or there may more than one ballot With the

same pattern. Identifying ballots in the scanning process can

65

and third columns includes spaces Where values Will be Writ
ten in later phases as Will be explained. In particular, the
rightmost column is only spaces and is Where the results are to
be Written in.
Turning noW to FIG. 1, a combination plan vieW and sche
matic depiction of an exemplary embodiment of the processes
of an election in accordance With the teachings of the present
invention Will noW be described in detail. FIGS. 1A through
1E shoW some example ballots, the voter voting process, the

US 8,162,215 B2
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voter checking process, the serial-number matching process,
and the code-symbol veri?cation process, respectively.
Referring noW to FIG.

