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( ) Election automation systems are disclosed that alloW plural 
Correspondence Address; entities, for example trustees, to ensure various properties of 
DAVID CHAUM an election, including correctness of the outcome, by ini 
14652 SUTTON ST, tially using con?dential information to form printed ballots 
SHERMAN OAKS, CA 91403 (US) and transferring the ballots to voters. Later When voters 

electronically cast ballots, such as over networks, they use 
(21) Appl. No.: 09/771,537 the con?dential information and optionally physical ballot 

structures to authenticate information provided them, 
(22) Filedi Jall- 29, 2001 including information indicating Whether their votes Were 

received by the trustees. Voters can also use the information 
Related US Application Data in ballots to ensure the secrecy of their vote While it is 

_ _ _ _ _ _ transmitted to the trustees. The trustees can tabulate results 

(63) Non'provlslonal of provlslonal apphcanot} _NO' While preventing colluding subsets of trustees from being 
60/177>_71_7> ?led or} Ja_n' 27> 2000' Non'provlslonal able to improperly modify the outcome of the election or 
of provisional application No. 60/261,290, ?led on Violate the Privacy of individual Voters 
Jan. 13, 2001. 

Some embodiments secure printing from remote locations, 
Publication Classi?cation authenticate users in distributed systems, authenticate data 

to users in distributed systems, and address problems With 
(51) Int. Cl.7 ................................................... .. G06F 17/60 conventional voter registration and absentee ballots. 
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